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Point-to-Point Tunneling Protocol (PPTP)

You can access a private network through the Internet or other public network by using a virtual
private network (VPN) connection with the Point-to-Point Tunneling Protocol (PPTP).

PPTP enables the secure transfer of data from a remote computer to a private network by creating a
VPN across TCP/IP-based data networks. PPTP supports on-demand, multiprotocol, virtual private
networking over public networks, such as the Internet.

Developed as an extension of the Point-to-Point Protocol (PPP), PPTP adds a new level of
enhanced security and multiprotocol communications over the Internet. Specifically, by using the
new Extensible Authentication Protocol (EAP), data transfer through a PPTP-enabled VPN is as
secure as within a single LAN at a corporate site.

PPTP does not require a dial-up connection. It does, however, require IP connectivity between
your computer and the PPTP server.

Citadel CL-Series router provides PPTP Server functionality to provide secured user-to-site
connectivity to the corporate network over the Internet.
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Configuring your Citadel CL-Series router

In order to enable the PPTP Server on the Citadel router, go to "PPTP VPN" on the left menu and
select the checkbox "Enable PPTP Server".

You might change the "Client IP Address Range" to be in the same network as your LAN. Please
note: the address range must not overlap with the Citadel's DHCP server scope, or any other
address on your local network, otherwise an IP address conflict might occur. If your Citadel's
DHCP server is disabled but the scopes still overlap, you might need to enable the Citadel's DHCP
server temporarily, change the scope, and disable the Citadel DHCP server again.

"Local IP Address" can be changed to be the same as your LAN interface address (192.168.1.1 as
default)

It is highly recommended to enable authentication in order to connect to the PPTP Server from
remote locations. In order to enable username/password-based authentication, "PAP, CHAP,

MSCHAPv2" should be selected in the "Authentication" option.

In order to encrypt all data transfer over the PPTP connection, you may choose "MSCHAPv2 and
Encryption" on the "Authentication" option.

Click "Apply" to confirm the PPTP Server configuration.
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The PPTP %PM Server allows remote users (who are connected to the Internet) to connect to your local
area netwaork (LAN), The server is compatible with both Windows and Linux PPTP clients

Enahle PRTP Server : v

Enter the IP addresses for the tunnel end-points, You are also reguired to specify a Local IP Address
which WPN clients will use when cannecting to this Router. Please ensure that the IP addresses listed
here are not overlapped with your DHCP IP poal,

Client IP Address Range |192-153-35-2-200 | (eg:192.168.36.2-100)

Local IP Address |192.168.36.1 | (80:192.162,36.1)
Select the authentication scheme used to validate connecting clients,

“Authentication : ' None

& PAP, CHAP., MSCHAPYZ {authentication but no Encryption)

 MSCHAPYZ and Encryption (40/128) (recommended stronger
authentication plus data privacy)
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In order to create user accounts in the PPTP Server, type in the desired username and password in
the "PPTP User Account" section, and click "Add". You may add several usernames with different
passwords in order to support multiple remote user access to the PPTP Server.

PPTP User Account

L=ername :

|
Password ; |
|

Confirm Password

Al

Select Username

lC user-1
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Configuring your Windows XP

Create a new connection using the "new connection wizard"

To create a new PPTP connection on your remote computer, follow the steps:

Click "Start" = "Control Panel" = "Network Connections" and then click "New Connection

Wizard".

*= Network Connections

J File Edit ‘“ew Favorites Tools Advanced Help

J GBack - \‘_.;l - le‘

vl

> 3 X 9|

.. ) Search | Folders
L—

J Address t:; Metwork Connections

Marne

| Type | Status |

Connected

U BCT Wireless Adapter

Disabled

=L 1394 Conneckion
< on-Board Adapter

Wizard

LAM ar High-Speed Internet  Connected

LAMN or High-3peed Internet  Disabled
LAM or High-Speed Internet  Disabled
LAMN or High-3peed Internet  Disabled

@ Mew Connection Wizard

] Wizard

¥ Metwork Setup Wizard

Wizard
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The following window will appear. Click start to continue to the next page.

Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you;

* Connect to the Internet.

* Connect to a private network, such as vour workplace
network.

* Setup a home ar zmall affice netwark.

Tao continue, click Mest.

¢ Back: I MHewt » I Cancel
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Choose "Connect to the network at my workplace" and click "Next"

Mew Connection Wizard
Hetwork Connection Type
YWhat do you want to da?

i” Connect to the Internet
Connect to the Internet o you can browse the 'Web and read email.

*' Connect to the network at my workplace

Connect to a business network, [using dial-up or WPM] 2o vou can work from home,
a field office, or another location,

" Set up a home or small office network
Connect to an existing home ar small office netwark: or set up a new one,

{" Set up an advanced connection

Connect directy to another computer uging vour senial, parallel, or infrared port, or
zet up thiz computer o that other computers can connect ko it

¢ Back I MHewt » I Cancel
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Choose "Virtual Private Network connection" and click "Next"

Mew Connection Wizard

Metwork Connection
How do pou want to connect to the netwaork, at pour workplace?

Create the following connection:

" Dial-up connection

Connect uzging a modem and a reqular phone line or an Integrated Services Digital
Metwark [|SDM] phone line.

% ¥irtual Private Metwork connection

Connect to the nebwork, uzing a wirtual private netwark, [YPM ] connection owver the
Internet.

< Back I Mest » I Cancel
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Insert your company name (this will be the name of the connection you're now creating) and click
"Next".

Mew Connection Wizard

Connection Hame
Specify a name for this connection o your workplace.

Tupe a name for thiz connection in the following bos,

Company Mame

[ IM v Company ]

Faor example, vou could type the name of vour workplace or the name of a zerver you
will connect to.

< Back I Mest » I Cancel
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Insert the remote Citadel's WAN (Internet) IP address / hostname.

Mew Connection Wizard

VPN Server Selection
YWhat iz the name or addreszs of the YPN server?
Type the host name or Internet Protocol [IP] address of the computer to which vou are
connecting.

Hoszt name or IP address [for example, microsaft. com or 157.54.0.7

¢ Back I Ment > I Cancel
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You might choose to place a shortcut for this connection on your desktop. Click "Finish" to finish
the connection creation process.

Mew Connection Wizard

Completing the New Connection
Wizard

“'ou have successfully completed the steps needed to
create the following connection:

My Company
* Share with all users of this computer

The connection will be zaved in the Metwork,
Connections folder.

(IF dd a shortcut ta this connechion ko my desktop ]

To create the connection and cloge thiz wizard, click Finish.

¢ Back I Finigh I Cancel
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After creating your new PPTP Client account, you'll have to configure your detailed account
information. Click "Properties" to configure the connection properties.

Connect My Company N I _"IE[

Uszer narme: |

Password |

[T 5 ave this uzer name and pazzword for the following users:
% e onlh

| Sryone whouses this complter

Connect LCancel Properties Help
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In the "Security" tab choose "Advanced (custom settings)" and click "Settings..."

& My Company Propetties 2=

Generall Optiond ~ Security | etwu:urkingl .ﬁ.dvancedl

— Security optionz
" Typical [recommended settings]

Walidate mu identity &z fallouws;
| -

[T tutomatically use my W indows lagon name and
pazsward [and dormar it amy]

™| Eequire data enciyption [disconnest if none]

(_F dvanced [custom settinqgf]

|lzing theze settingz reguires a knowledge & attings |
of gecurity protocols. 280Ngs. .

|ESec Settings... |

(] I Cancel

AteraNetworks.com Page 14 of 14



ArcrRA B

networks

Configuring non-encrypted connection:

Make sure "PAP, CHAP, MSCHAPv2" is selected in the "Authentication" option of the Citadel
PPTP configuration page (see above for details).

In the "Data encryption" drop-down, choose "Optional encryption (connect even if no

encryption)". In "Logon security" section choose "Allow these protocols" and mark "Microsoft
CHAP Version 2 (MS-CHAP v2)" only.

Advanced Security Settings 2 x|
Data encreption:
IEIptiu:unaI enciyption [connect even if no encryption) j

— Logaon zecurity
™ Lsze Extensible &uthentication Pratocol [EAF]

| -
Fraperties |

* Allow these protocols
[ Unencrypted password [FAF]
[ Shiva Password Suthentication Protocol [SPAF]
[” Challenge Handshake Authentication Protocol [CHAP]
[T Microgoft CHAP [M5-CHAR)
I | allow older WS -EHAR version for Windows 95 senvers
(IV ijcrozoft CHAP Version 2 [MS-CHAP w2} ]

[ For MS-CHAP baszed protocolz, autamatically uze my
YWindows logon name and pazzwaord [and damain if any]

OE. I Cancel

Click "OK" to accept the configuration".
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Configuring encrypted connection:

Make sure "MSCHAPv2 and Encryption" is selected in the "Authentication" option of the Citadel
PPTP configuration page (see above for details).

In the "Data encryption" drop-down, choose "Require encryption (disconnect if server declines)"
or "Maximum strength encryption". In "Logon security" section choose "Allow these protocols"
and mark "Microsoft CHAP Version 2 (MS-CHAP v2)" only.

Advanced Security Settings 2 x|

Data encreption:

IHequire enciyption [disconnect if server declines] j

— Logaon zecurity
™ Lsze Extensible &uthentication Pratocol [EAF]

[~
Fraperties |

* Allow these protocols

™ Unencrypted password [PAPE

[ Shiva Password Suthentication Protocol [SPAF]
[” Challenge Handshake Authentication Protocol [CHAP]
[T Microgoft CHAP [M5-CHAR)
I | allow older WS -EHAR version for Windows 95 senvers
(|7 Microzoft CHAPR Yersion 2 [MS5-CHAR 2] ]

[ For MS-CHAP baszed protocolz, autamatically uze my
YWindows logon name and pazzwaord [and damain if any]

OE. I Cancel

Click "OK" to accept the configuration".
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In the "Networking" tab, configure the "Type of VPN" drop-down to "PPTP VPN".

& My Company Properties 2=
General I Ophions I Securty Advanced I
Type af WPM:
|PPTP VPN |

Settingz |

Thiz connection uzes the following items:

5 Internet Protocol [TCRAIP]
=l (05 Packet Scheduler

.@ File and Printer Sharing for Microzoft Metworks
g Client for Microsoft Hetwork.s

Inztall... Wrinztall Froperties

Dezcription
Tranzmizzion Contral Pratacol/lnternet Protacal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarks.

(] I Cancel
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If your Citadel's PPTP Server was configured with "Client IP address range" which is a part of
your local network, follow these instructions:

From "This connection uses the following items" list, select "Internet Protocol (TCP/IP) and click
Properties.

Internet Protocol (TCP/IP) Propetties x|
General
You can get [P settings azsigned autamatically if paur network,

supportz thiz capability. Othemnize, you need to azk your netwark,
adrministrator far the appropriate |P zettings.

* ‘Obtain an IP address automatically

™ Uzge the following IP address;
’7 |F addrezs:

% Obtain DMS server address automatically

" Use the following DNS server addresses:

Ereferred DS server: I

Slternate MRS semern I

=

( Advanced... |

k. I Cancel
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In the "General" tab, uncheck the "Use default gateway on remote network".

21X
DNS | wiNS |

Thiz checkbox only applies when vou are connected to a local
network, and a dialup netwark, simultaneously. “when checked, data
that cannaot be zent on the local netwaork, is fonwarded to the dial-up
netwark.

(l_ {ze default gateway on remate netwnrk.?]

]9 I Cancel

Click OK to accept the configuration.
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You can now enter your username and password as were configured in the Citadel's PPTP Server
configuration and click "Connect" to establish the PPTP connection.

Connect My Company i _ _"Iﬂ

Uszer name:; |USET'1

Paszword: ||-||-||||-

W 5 ave this uzer name and password for the following Lsers:
* Me anly
= Aryone who uses this computer

Conrect Caricel Properties Help
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