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“ 96% of respondents plan to expand their use of Al agents in the next 12
months, with half aiming for significant, organization-wide expansion.”

Cloudera, “The Future of Enterprise Al Agents: Unlocking Autonomous
Transformation in 2025" survey report, Feb. 2025

As an IT professional, your time is pulled in many directions: Resolving urgent issues,
keeping systems up to date, and staying ahead of the next problem. Too often, the day
disappears into repetitive tasks, data searches, and manual troubleshooting that drain
focus and slow progress.

Built directly into the Atera platform, Al Copilot helps you cut through the noise.
It's available 24/7, helping you find answers instantly, automate tedious work,
and act faster with confidence.
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4+ Al Copilot in action

Getting instant answers from Auto-filling the details Troubleshooting without the
your account data so you don’t have to guesswork
Which devices have been Flag this ticket as a
offline for more than potential security Why is this user’s
3 months? concern computer running slow?

G - G - G -

Creating scripts from a single Running commands without
instruction remembering the syntax
Block USB access on alll Export system event logs
Windows devices from the past 7 days

G - G -

This playbook shares practical ways to put Al Copilot to work in your everyday workflow,
offering low-effort, high-ROI use cases that can save you hours of work and frustration,
freeing time for tasks that deliver real value. Unlike generic Al tools, Al Copilot is built into
the Atera platform, meaning it can draw on years of IT-specific data and expertise as well
as your own account data; surfacing insights, use cases, and information uniquely
relevant to your environment.
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Use case 1

Fast insights into
your account data

-

IT technicians spend a significant portion of their time manually monitoring and

managing device statuses, often chasing down endpoints that have gone dark without
clear insight into context, patterns, or historical issues. Sorting through lengthy lists of
devices wastes hours and delays incident response and resolution, complicates asset
audits, creates knowledge gaps, and makes it hard to obtain a comprehensive picture.

With Al Copilot, you can quickly get personalized answers based on your Atera account
data, whether you're looking for missing endpoints or analyzing ticket trends. No more
log diving or data crunching, just ask and get instant clarity.
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Use case 1 | Fast insights into your account data (€3

See what'’s been offline the longest

What if you could surface the devices that have been offline the longest, automatically?
Instead of digging through logs or spreadsheets, technicians could instantly spot the
riskiest gaps, take action faster, and ensure nothing critical slips through the cracks.

Al Copilot
M . Which devices have been offline for
ry asKin g : more than 3 months?
*’ The foll devit h 't be line i than 3 ths:
"Which devices have been offline for macboakpro- Lostseen 20200929
SHIRA-LAPTOP2 - Last seen: 2024-09-09
n Dors-MacBook-Pro - Last seen: 2024-09-08
more than 3 months?

WIN-MHINOTNT3JF - Last seen: 2024-08-10
DESKTOP-NHNHRL1 - Last seen: 2024-08-09
STUDENT4 - Last seen: 2024-08-01
DESKTOP-9NBHD7O - Last seen: 2024-08-25
STUDENTS3 - Last seen: 2024-08-01
DESKTOP-250Q097 - Last seen: 2024-08-09

¥A| Cop”Ot Wi” SearCh your account If you'd like more information or need help taking specific actions,
and return a list of matching devices, feetireetoreoch st
including the date they were last online. o 5

ldentify trends in last month's support tickets

What if you could spot trends in support tickets instantly? Instead of manually sifting
through every ticket and risking missed patterns, your team could spot recurring issues,
uncover root causes, and take preventive action instead of just reacting.

Al Copilot

.
[ry asking:
.
Which trends can you see in support
tickets for the last 30 days?

"Which trends can you see in support tickets
for the Iast 30 dayS?" 4 Here's a quick overview of recent support ticket activity:

+ Common Issue: Frequent reports of slow VPN connections

during peak hours.
« Recurring Tickets: Multiple entries related to password

+ Al Copilot will scan your recent support oSty el tets (MFA countloskout)ar
activity and highlight recurring issues, rising et

topics, or unusual patterns such as frequent
device errors, repeated questions from certain . 5
users, or spikes in certain ticket categories. ( )

If you need a deeper analysis or more specific information,
feel free to reach out.
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Use case 1 | Fast insights into your account data (€3

How to use + Al Copilot?

Al Copilot is available across the entire Atera platform.

v/ Open Al Copilot using the icon in the bottom right corner of your
screen.

v/ Ask your question, either by typing or using voice input.
v You can even upload images to provide additional context.

Ask anything related to tickets, devices, or users to get instant insights
from your own account data, or to gain information about your alerts,
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Use case 2

Auto-populate custom

ticket fields based on'’
your data

IT technicians lose many hours manually filling in fields for each support ticket, often
pulling information from scattered sources or relying on memory to ensure accuracy.
This repetitive data entry slows down response times, increases the risk of human error,
and creates inconsistencies across tickets that hinder reporting and root cause analysis.
As ticket volumes grow, the administrative overhead adds up, taking time away from
higher-impact work and complicating efforts to standardize workflows, enforce SLA
policies, or uncover broader operational insights.

With Al Copilot, you can quickly analyze the ticket content for fields like category and
priority, while automatically filling in fields to save time and ensure consistency.
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Use case 2 | Auto-populate custom ticket fields based on your data

Spotting upsell opportunities within tickets

Upsell opportunities are easy to miss as technicians stay focused on solving issues
rather than spotting sales potential. As a result, chances to grow revenue or improve the
customer's setup often go unnoticed.

Al Copilot analyzes context such as device limitations, expired licenses, and repeated
feature requests to identify opportunities for recommending relevant product or service
upgrades. This helps technicians to surface value-adding suggestions naturally during
routine interactions, without needing to manually search for them.

Add Rule

Ll " - W oppartusey - anl

Security concerns within tickets

Security issues often hide in everyday support tickets, and without clear indicators,
they can be overlooked. Technicians may miss red flags when threats are not
immediately obvious or are buried in routine language.

Al Copilot analyzes support tickets in real-time to detect language or patterns that
indicate a potential security issue, like unauthorized access, suspicious behavior, or
unpatched vulnerabilities. It flags these tickets so technicians can prioritize them,
investigate faster, and reduce the risk of vulnerabilities being exploited.

& & Very fishy email
i ol sl + Modit + Copllot ) | Actions ~

Ticket properties

Copilot - autofill

Puilic reply Internal note

+ Cenerate reply

& Amachfiles  Select quick reply template

Conyersati jon (1) Ticket activity (3

¥ Sortby: Newest ~ + Generate article

A Johnnke hMal Sep 1, 2025 4:46 PM
i ,F..".r.‘_ i an.|:|_e. Calendar: Liverpool @  ~

New calendar evert | ~
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Use case 2 | Auto-populate custom ticket fields based on your data

How to use + Al Copilot?

Auto-populate your custom fields with the following steps:

v/ Create your '‘Custom fields’ (i.e., "Upsell opportunity” or “Security concern”).
v/ Add them to your ‘Forms.’

v/ Set up 'Ticket automation rules.’

v/ Choose triggers like “New ticket created” or “Ticket status changed.”

v/ Go to 'New ticket' or update an existing ticket to check your new custom
field.
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Real-time device
troubleshooting

IT technicians diagnose and resolve issues across a growing number of devices,
locations, and systems, all while being expected to minimize disruption to end users. The
ability to troubleshoot devices in real time enables faster, more flexible interventions, not
only reducing user downtime but also allowing technicians to handle more tickets per
day and triage urgent problems immediately. Without instant troubleshooting, even minor
issues can snowball into prolonged outages or require on-site visits that strain already
stretched teams. Real-time access to live system data empowers IT staff to identify root
causes more accurately, apply fixes on the spot, and monitor outcomes, all while
maintaining consistent service standards at scale.

With Al Copilot, you can quickly diagnose and troubleshoot in real-time, increasing
efficiency and satisfaction on both sides of the ticket.
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Use case 3 | Real-time device troubleshooting {3}

Troubleshooting slow computers

When users report vague issues like slow devices or connections, technicians often
waste time chasing symptoms and information and switching between multiple
tools. Without instant visibility into what's happening on the device, resolving these
tickets becomes a slow, inefficient process that frustrates both sides.

Al Copilot :
Try asking:
. . . Why is this user’s
"Why is this user’s computer running slow?” computer running slow?
+ Al Copilot connects to live device data to + e
. . e main culprit seems to be low
instantly analyze performance, activity, memory availability. The ‘topiad” and
“svchost” processes are hogging the
resource usage, and error logs when a user most memory. You might want to close
. . . any unnecessary apps or services to free
aSkS Somethlng Ilke “Why IS my CompUter up some RAM. Let me know if you need
slow?" It surfaces the most likely root causes, @ hand with thatt
helping technicians troubleshoot faster and
more accurately without manual digging or @ & a
lengthy back-and-forths. [ ]
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Use case 3 | Real-time device troubleshooting {3}

Troubleshooting a crashing browser

Application crashes can stem from a range of hidden issues like low memory,
corrupt extensions, or OS-level problems, and without live diagnostics, technicians
are left guessing. Traditional troubleshooting takes time and often leads to
trial-and-error, delaying resolution and increasing user frustration.

Try asking: Al Copilot

"Why is Google Chrome crashing

on this device?" Why is Google Chrome
crashing on this device?

When a user reports that Google

Chrome k'eeps crashlng, . ¥ Possible Fix for Google Chrome Crashing
+ Al Copilot instantly pulls real-time Recent Windows updates may be the
data like memory usage, crash |098, cause of the issue. You can try removing
t . flict t h them by following these steps:
extension contlicts, sysiem cnanges, . Open the Start Menu and go to
and error events. It analyzes the Settings
information and delivers clear + Navigate to Update & Security
insights, helping technicians act » Click View Updats history
] 9 ! pIng ] . . Select Uninstall updates
quickly and resolve the issue without « In the Control Panel, find the update
unnecessary back-and-forth. you'd like to remove, select it, and
click Uninstall
For additional instructions, refer to the
linked guide. Let me know if this helps or
if you'd like more assistance.
dy &P ]
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Use case 4

Generate instant "

atd

scripts in any language

Scripts are an important tool in the kit of IT technicians looking to automate repetitive
tasks, enforce configurations, or resolve common issues across multiple systems.
Writing scripts from scratch, however, requires much time as well as a deep familiarity
with different scripting languages, syntax, and system variables.

Al Copilot helps you create custom scripts with minimal effort, just by describing what
you want in natural language. Al Copilot understands your intent and generates a
ready-to-use script in the appropriate language (e.g., PowerShell, Bash, etc.), which you
can apply immediately across devices. Unlike generic Al tools such as ChatGPT, it
leverages your own account data and relevant context for generation.

For experienced scripters, Al Copilot helps cut the time spent searching for examples,
debugging, or reusing outdated templates. For the less experienced, it lowers the skill
barrier, enabling them to implement solutions faster and with greater confidence. By
accelerating script creation, Al Copilot allows IT teams to respond to requests more
efficiently, standardize procedures, and focus their expertise on higher-level
problem-solving.
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Use case 4 | Generate instant scripts in any language @

Prevent the use of USB drives

For common IT tasks like restricting USB access, teams waste valuable time
on something that could be automated instantly.

Try instructing:

"Block USB access on all Windows devices”

+ Al Copilot takes your plain-language instruction and instantly generates a
ready-to-use PowerShell script to disable USB storage. You can review the
script, edit it if needed, and then deploy it to one or multiple machines. No need
to search online for code snippets, remember specific syntax, or test multiple

variations.
¢« Create script e m
Create your own script or generate one using Al Leam more
Script Name * File type
USB Access Control on Windows Devices psl t. Use abl fhm

Script description *

This PowerShell script provides functionality to block or enable USB storage
devices on Windows by modifying the registry settings. It includes two main

Category

B  Enable for Al assistants

More script properties

Value 4
afull
t 158 4
a 3
+ Copilot: script generator
Leverage the power of Al to quickly generate scripts
Desecribe what the script should do \USE
Block USB access on all Windows devices j“ 1 £y
FLY bLn .
26 1 ty L tryPath -Mame “Star Value 3
Examples ~ 7 Wrj 8 storage have been enabled successfully
e 28~ } else {
EL 1158
v
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Use case 4 | Generate instant scripts in any language @

Clear temp files to free up disk space

IT teams often waste hours managing basic maintenance jobs across devices

manually, especially when they don't have the exact commands prepared or need
to adapt them per OS.

Try instructing:

"Clear temporary files to free up disk space”

+ Al Copilot instantly generates a ready-to-run script to locate and remove
temporary files. You can review and execute it immediately, freeing up disk
space without searching for code snippets or manually writing the script.

What used to be a repetitive, error-prone task becomes a quick, one-click
solution, helping devices run more smoothly while freeing valuable technician

time.
< Create script
’ cars
Create your own scripl or generate one using Al. Lea: )
Seript Name * File type
USB Access Control on Windows Devices psl - Script editor
[ ate or modify your script. Use {jvariable_name]} for variables (no spaces or specia
Script description *
X ) ) + Copilot: Type '#, describe what you want, and press ‘Enter’ 1o generate code
This PowerShell script provides functionality to block or enable USB storage o ot e 2 J e
devices on Windows by modifying the registry settings. it includes two main
Category
i :
2e f Block LSk
B  Enable for Al assistants Y
-4 .-
Mare script properties B+ function Enable-USE |

r D
) . o~ Temporaryf iles |
+ Copilot: script generator f - [System,10.Path]; :GetTespPath()
evarage the power of Al to quickly generate scripts! s -Path Stesplath -Recurse | Fssove-ltes -Force  Errordetion
| t “Temporary files cleared succs 1y.*
Describe what the script should do 19 - i
28 Write-Host “An err curred while clearing temporary files: §
Clear temporary files to free up disk space :‘}_ 1 d
Examples ~ 5= try {
26 Prompr-Userdcri
R n Clear-TemporaryFile
+ Modify | fy & o AR
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Use case 4

Generate comman

without syntax
memorization

IT technicians often rely on command-line tools to perform critical tasks, from system
diagnostics to software management. But remembering the exact syntax for each
command can slow everything down, especially for tasks you don't run every day.
With variations across operating systems and tools, even a small error can cause
commands to fail or produce unexpected results.

Technicians, therefore, end up switching between documentation, forums, and terminal
windows just to double-check formats, which breaks focus and wastes valuable time.
This constant need to recall specific syntax adds friction to workflows and gets in the
way

of resolving issues efficiently.

Al Copilot understands your intent based on natural language, and instantly generates
the correct command, ready to run in the appropriate environment.
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Use case 5 | Generate commands

Export event logs

Event logs record significant activities within a system and provide valuable
insights for diagnosing issues or identifying potential problems. However, these
logs can grow rapidly, making it time-consuming and inefficient to search through
them manually. Exporting them can streamline the process, enabling faster
analysis, easier filtering, and better long-term storage for auditing or
troubleshooting purposes.

Try instructing:

"Export system event logs from the past 7 days”

4+ Al Copilot will translate your request into the exact PowerShell or command-line
syntax needed to pull only the logs you want, and save them as a file in the right
format and location. This removes the guesswork from command creation,
speeding up the process and ensuring you get the precise data you need for
diagnostics or reporting.

evantest1 - Command Prompt s OX

+ Copilot: command generator
——e
Export system event logs from the past 7 days X + Generate )

Close Go to agent Clear
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Use case 5 | Generate comma

Schedule device shutdowns

In busy or multi-device environments, an ability to schedule device shutdowns
helps ensure consistency, improves operational efficiency, and reduces the risk of
security vulnerabilities from unattended machines.

Try instructing:

“"Schedule a shutdown in 30 minutes on this device”

+ Al Copilot provides the exact shutdown command, with the correct parameters
already in place. You can run it immediately, reducing the chance of mistakes and
saving time on repetitive system administration tasks.

evantest1 - Command Prompt X

+ Copilot: command generator
—
Schedule a shutdown in 30 minutes on this device b 4 + Generate )

Close Go to agent Clear
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Setting the standard -
for responsible Al in IT &=

The widespread adoption of generative and autonomous Al systems demands that the
tech industry adopt strong internal security practices to safeguard users, systems,
and data. As an innovation-first company, Atera aims to not only keep pace with
leading companies in responsible Al development, but also set a new standard for the
IT industry by embedding robust, transparent security principles into our Al.

Data privacy

Your data is exclusively yours. By hosting on Microsoft
Azure OpenAl, Atera provides enterprise-grade security
while ensuring your information is never shared with
OpenAl or used to train external or internal models. All
interactions and data remain strictly isolated within your
own tenant, guaranteeing complete confidentiality.

Secure-by-design

Atera provides multi-layered security through a
"secure-by-design" framework. Our Al agents execute
only pre-vetted, low-risk actions, while administrators
retain full control over enabling custom scripts or
advanced functions. This proactive stance is reinforced by
always-on content filters and a zero-trust architecture that
guarantees your data remains strictly isolated.
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Transparency and accountability

Atera eliminates the "black box" of Al by providing
complete visibility and control. Every autonomous action
taken by IT Autopilot is logged with the same traceability as
a human technician, and all Al decisions are recorded as
internal notes on the ticket. This gives your team a clear
understanding of not just what the Al did, but why it did it.

&

Human-centric design

You are always in control. Atera’s Al agents are designed to
augment your team, with administrators governing all
behavior through custom policies. Every Al-generated
suggestion requires mandatory human approval before it is
activated, ensuring that technology always serves your
expert judgment.

GDPR v ISO v NIST HIPAA
COMPLIANT
compHAtT ¥ cémmRieD 32 CSF
=S e 1 -
Sy, \v/ \ y . 7/

& CERTIFIED

o) ~ AICPA
SOC2
TX'R*‘““P COMPLIANT

\ * AN
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Turn everyday tasks:
into quick wins

Many IT teams are only scratching the surface of what Al Copilot can do. Adopting a new
way of working takes time, and it's not always clear where to start. This playbook was
created to make that first step easy.

The best way to understand Al Copilot's value is to experience it in action. Try one of
the examples in this playbook to see how quickly you can go from question to solution
without the usual back and forth or manual digging.

The more you use Al Copilot, the more you will find ways it can save you time, reduce
errors, surface insights you might have missed, and anticipate problems before they land
in your inbox.

Leeds United Football Club

“ Al Copilot is like having another team member.
Tickets have been reduced by 25-35% and it's assisting
us with knowledge base generation.”

Zack Barr, Service desk analyst

( Read customer story >
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More resources to helw
you with +Al Copllot

Read our blog post about Al Copilot’s latest release:

( Read Blog >

Read our Al Copilot knowledge base:

( Read KB >

Check our full Academy selection on Al Copilot:

( Watch academy course >
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https://academy.atera.com/paths/01978391-ec6b-73a3-97dc-cf9502c6bfbf

